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Chapter 1

Introduction

The Checker Framework enhances Java’s type system to make it more powerful and useful. This lets software developers
detect and prevent errors in their Java programs.

A “checker” is a compile-time tool that warns you about certain errors or gives you a guarantee that those errors do
not occur. The Checker Framework comes with checkers for specific types of errors:

0NN AW =

— =
W = O 0o

14.

15.

16.
17.

18.
19.
20.
21.
22.
23.

24.
25.

. Nullness Checker for null pointer errors (see Chapter 3] page

. Initialization Checker to ensure all ¢NonNull fields are set in the constructor (see Chapter[3.8] page[42)

. Map Key Checker to track which values are keys in a map (see Chapter 4] page[53)

. Optional Checker for errors in using the Optionalltype (see Chapter[5] page [58)

. Interning Checker for errors in equality testing and interning (see Chapter[6} page [60)

. Called Methods Checker for the builder pattern (see Chapter [7] page [66)

. Resource Leak Checker for ensuring that resources are disposed of properly (see Chapter|[8] page

. Fake Enum Checker to allow type-safe fake enum patterns and type aliases or typedefs (see Chapter [} page
. Tainting Checker for trust and security errors (see Chapter[I0] page [82))

. Lock Checker for concurrency and lock errors (see Chapter [T} page[S3)

. Index Checker for array accesses (see Chapter[I2] page [96)

. Regex Checker to prevent use of syntactically invalid regular expressions (see Chapter|[I3] page[I06)

. Format String Checker to ensure that format strings have the right number and type of % directives (see Chapter[I4]

page[109)

Internationalization Format String Checker to ensure that i18n format strings have the right number and type of
{} directives (see Chapter[T3] page[I16)

Property File Checker to ensure that valid keys are used for property files and resource bundles (see Chapter [T6]
page[122)

Internationalization Checker to ensure that code is properly internationalized (see Chapter[16.2] page[123)
Signature String Checker to ensure that the string representation of a type is properly used, for example in
Class.forName (see Chapter[I7] page [I25)

GUI Effect Checker to ensure that non-GUI threads do not access the Ul, which would crash the application (see
Chapter (18] page[128)

Units Checker to ensure operations are performed on correct units of measurement (see Chapter [I9] page[133)
Signedness Checker to ensure unsigned and signed values are not mixed (see Chapter [20] page

Purity Checker to identify whether methods have side effects (see Chapter [21] page [T41)

Constant Value Checker to determine whether an expression’s value can be known at compile time (see Chapter[22]
page([[43)

Reflection Checker to determine whether an expression’s value (of type Method or Class) can be known at
compile time (see Chapter [24] page [I50)

Initialized Fields Checker to ensure all fields are set in the constructor (see Chapter [3.8] page [42)

Aliasing Checker to identify whether expressions have aliases (see Chapter 26} page[T58)
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26. Must Call Checker to over-approximate the methods that should be called on an object before it is de-allocated
(see Chapter [27] page [162))

27. Subtyping Checker for customized checking without writing any code (see Chapter 28] page

28. Third-party checkers that are distributed separately from the Checker Framework (see Chapter[29] page [T70)

These checkers are easy to use and are invoked as arguments to javac.
The Checker Framework also enables you to write new checkers of your own; see Chapters [28]and 35

1.1 How to read this manual

If you wish to get started using some particular type system from the list above, then the most effective way to read this
manual is:

* Read all of the introductory material (Chapters [TH2).

* Read just one of the descriptions of a particular type system and its checker (Chapters [3H29).

* Skim the advanced material that will enable you to make more effective use of a type system (Chapters [30H39),
so that you will know what is available and can find it later. Skip Chapter 35]on creating a new checker.

1.2 How it works: Pluggable types

Java’s built-in type-checker finds and prevents many errors — but it doesn’t find and prevent enough errors. The
Checker Framework lets you define new type systems and run them as a plug-in to the javac compiler. Your code stays
completely backward-compatible: your code compiles with any Java compiler, it runs on any JVM, and your coworkers
don’t have to use the enhanced type system if they don’t want to. You can check part of your program, or the whole
thing. Type inference tools exist to help you annotate your code; see Section [33]

Most programmers will use type systems created by other people, such as those listed at the start of the introduction
(Chapter [T} page[T3). Some people, called “type system designers”, create new type systems (Chapter 35| page [229).
The Checker Framework is useful both to programmers who wish to write error-free code, and to type system designers
who wish to evaluate and deploy their type systems.

This document us